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Thank you for your interest in the California Department of Insurance' s (CDI) activities and work product since the
enactment of the federal Gramm-Leach-Bliley Act of 1999 (GLBA). Over the last two years, our Department has
invested substantial time and resources to the study of GLBA, from legal analysis of new regulatory requirements, to
policy deliberation conducted by the National Association of Insurance Commissioners (NAIC) with other state and
applicable federal regulators.

Thisisthe third of our Department’ s reports on GLBA activities. The first was released in November 2000, and the
second on February 2001. In 2002, newly elected NAIC President and lowa Insurance Commissioner Therese
Vaughan will unvell her plans for the NAIC GLBA Working Groups. Please recognize that the organizational
activities, regulatory dialogue, legal and legidative actions, policy direction and NAIC resolutions regarding GLBA
are very dynamic, and that this report provides a snapshot of information available at this point in time.

We have assigned some of our most experienced and nationally respected deputy commissioners, attorneys, and
policy administrators to evaluate the implications of GLBA on state insurance regulation. Throughout my
adminigtration, | have received briefings from my GLBA leadership team and met with federal regulators on policy
and program matters of mutua concern. | believe it isimportant to share with you our genera policy direction and
concerns about GLBA which are contained in this update report.

Participation in the NAIC's GLBA activitiesis a significant workload for our Department. The Department’s policy
direction — while actively participating in the NAIC's GLBA Working Groups — has stayed focused on the important
protections that Californiainsurance law provides consumers. The California Department of Insurance will work
diligently to maintain the strong consumer protections that come by way of our current agent and broker licensure
requirements. Cdifornia must also take into consideration the inherent limitations set forth in Proposition 103 when
working with rate filing reforms. To ensure that the privacy regulations for both health and financia information
comply with Californialaw and GLBA, aregulatory package was proposed and released in December 2001. A
policy direction that enhances licensing requirements for agents/brokers to include a national crimina history
background clearance as of January 1, 2002 has also been established. There are other critical policy choices within
GLBA that we will continue to assess and address at appropriate opportunities.

We hope you will take afew moments to review this report about our Department’ s efforts to effectively administer
the provisions of the 1999 federal financia services modernization law.

HARRY W. LOW
Insurance Commissioner
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The 1999 Gramm-Leach-Bliley Act (GLBA) federd financia modernization law represented amgor policy
shift in our nation's economic and financia indtitution regulatory structures. The GLBA has proven to be as
complex asitisimportant. Cdiforniawill continue our active participation and leadership with dl of the
National Association of Insurance Commissioners (NAIC) Working Groups, and on the implementation of the
law.

To enhance our Department's ability to effectively coordinate and broadcast information about our GLBA
Working Group activities, | have directed that the information in this report be posted on our CDI Internet
website at www.insurance.ca.gov.

Our GLBA Internet webdite contains an eMailbox specificaly congtructed for GLBA issues which is monitored
dally by staff within our Strategic Planning, Policy and Research Branch. This office is responsible for

ensuring that your questions or concerns receive prompt attention from our Department's Working Group
experts, and coordinating this effort with our NAIC activity.

We wel come correspondence by U.S. Postal or other vendor servicesto our office:
Cdifornia Department of Insurance
300 South Spring Street, South Tower
LosAngedes, CA 90013
If you would like to speak with our GLBA office, please cdl (916) 492-3595.

| welcome your thoughts and comments on our work to implement the provisons of the Gramm-Leach-Bliley
law.

HARRY W. LOW
I nsurance Commissioner
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Working Group and CDI Branch E-mail Phone No.
Staff
Coordinated Advertisng Rateand
Form Review Authority (CARFRA)
Reid McClaran, Deputy Chief Counsel Legal M cclaranr @insurance.ca.qov (415) 538-4113
Sheldon Summers, Bureau Chief Financia Surveillance Summerss@insurance.ca.gov (213) 346-6151
Consumer Protections
Jim Johnson, Deputy Commissioner Consumer Services and Johnsonj @insurance.ca.gov (213) 346-6345
Market Conduct
Joel Laucher, Bureau Chief Consumer Services Division L aucherj @insurance.ca.gov (415) 538-4381
Coordinating with Federal
Regulators
Norris Clark, Deputy Commissioner Financial Surveillance Clarkn@insurance.ca.qov (213) 346-6401
Elizabeth Mohr, Bureau Chief Lega M ohre@insurance.ca.gov (415) 538-4112
Functional Regulation
Lorraine Johnson, Bureau Chief, Lega Johnsonl @insurance.ca.gov (415) 538-4405
Conservation and Liquidation
National Association of Registered
Agentsand Brokers (NARAB)
Loren Suter, Deputy Commissioner Administration and Licensing Suterl @insurance.ca.gov (916) 492-3576
Dennis Ward, Chief, Producer Services Wardd@insurance.ca.gov (415) 538-4367
Licensing
I mprovement to State-Based
Systems
Maureen Mason, Deputy Rate Regulation M asonm@insurance.ca.gov (415) 538-4320
Commissioner
Reid McClaran, Deputy Chief Counsel Lega M cclaranr @insurance.ca.gov (415) 538-4113
Sheldon Summers, Bureau Chief Financial Surveillance Summerss@insurance.ca.gov (213) 346-6151
National Treatment and
Coordination
Norris Clark, Deputy Commissioner Financia Surveillance Clarkn@insurance.ca.qov (213) 346-6401
Jill Jacobi, Senior Staff Counsel Legal Jacobij @insurance.ca.gov (415) 538-4426
Privacy
Sean Tracy, Deputy Commissioner Strategic Planning, Policy and Tracys@insurance.ca.gov (916) 492-3549
Research
Elizabeth Mohr, Bureau Chief, Rate Lega M ohre@insurance.ca.gov (415) 538-4112

Enforcement

California Department of Insurance GLBA office (916) 492-3595

Mailing address: 300 South Spring Street, South Tower, Los Angeles CA 90013
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The Cdifornia Department of Insurance (CDI) supports the efforts of the Nationa Association of Insurance
Commissoners (NAIC) to facilitate the implementation of the Gramm+Leach-Bliley Act (GLBA) and to
edablish regulaory priorities reflecting the emerging globd financid marketplace.

CDI isamember of, and will actively participate in, the NAIC's GLBA Working Groups. Our gods are to
diminaeirrdevant and unnecessarily burdensome regulatory requirements, identify and accomplish needed
reforms, and adopt uniform standards and/or reciprocal agreements with other regulators wherever appropriate.

Cdifornia has the largest insurance market in the United States. Our staff has achieved high standards for
insurance regulation and consumer protection, and those standards will not be sacrificed in the name of greater
market convenience and business licensing procedure. At the same time, we redlize that both consumers and
insurers benefit from a streamlined and responsive regulatory system that ddlivers lower-priced products,
enhanced insurer stability, expanded education about insurance products, and swift and effective enforcement
activities.

Cognizant of our entry into an age of vastly expanded interstate mobility and eectronic commerce that
seamlessy crosses jurisdictional boundaries, we must continue to seek new methods to achieve our regulatory
gods, streamline processes wherever possible, and work with other States -- especidly other large States -- to
ensure that our common concerns are effectively addressed.

The Cdifornia Department of Insurance believes that both high standards and grester uniformity among the
fifty five insurance gate and territory jurisdictions are achievable gods, but we will exercise our responsibility
to the Cdifornia public to maintain grester consumer protections, stringent financid surveillance, privacy
enforcement, and higher producer licensing sandards that may exceed our National Association’s statement of
intent. Thefocus of our effort will continue to be consumer protection and financia stability of the insurance
industry through fair and impartid implementation of the law.

HARRY W. LOW
Insurance Commissioner

G LB A
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KEY FEATURES OF GLBA

January 2002

The Financia Services Modernization Act of 1999 known as the Gramm-L each-Bliley Act or GLBA
became Federal law November 12, 1999.

GLBA breaks down barriers among the banking, insurance, and securities industries and establishes a
framework to cover the respongbilities of federa and state regulators.

Traditiona insurance providers will generdly use the Act to offer their products through banks and other
financid indtitutions and/or to become affiliated with abank or other financid indtitution.

State insurance departments will be the functiona regulators of the insurance business activities of dl
financid firms engaged in the business of insurance, including banks.

State licenang requirements for dl insurers and agents remain in effect.

The Federad Reserve Board will supervise financia holding companies established under the Act, but
generdly must rely upon the examinations, reports, and decisons of the functiona regulators.
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WORKING GROUP BRIEFING DOCUMENTS
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B Coordinated Advertisng Rate and Form Review Authority (CARFRA)
B Consumer Protection

B Coordinating with Federal Regulators

B Functiond Regulation

B Nationa Association of Registered Agents and Brokers (NARAB)
Overview of NARAB

B Improvementsto State-Based Systems
B Nationa Treatment and Coordination
B Privacy

Initial Statement of Reason
Notice of Proposed Action and Notice of Public Hearing

For the most recent information and updates in CDI's GLBA Working Group activities, review our website,
www.insurance.cagov. For information about the National Association of Insurance Commissioners, log-on to
their websiteat www.naic.org .

Harry W. L ow, Insurance Commissoner
Cdifornia Department of Insurance

Contact
Sean Tracy, Deputy Commissioner
Strategic Planning, Policy & Research
(916) 492-3549
tracys@insurance.ca.gov

@
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Working Group Briefing Document
WWW.insurance.ca.gov
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Working Group Name: COORDINATED ADVERTISING RATE AND FORM REVIEW
AUTHORITY (CARFRA)

Working Group Members: Reid McClaran, Lega, Deputy Chief Council
Sheldon Summers, Financid Surveillance

Other NAIC Working Group States: M1, PA, AL, AK, AR, CA, CT, FL, IN, KS, ME, MA, NY, NC, ND, OH,
OK, OR, SC, SD, TX, WI

l. Elements

Purpose: A unique entity organized to provide assstance to regulators in the review and approva of rate,
form and advertisng filings by providing recommendations to member regulators for their individud dSate
find decison. Coordinated Advertisng Rate and Form Review Authority (CARFRA) meets the needs of :
Regulators by providing assstance in the review and approval of rate, form and advertising filings
Consumers by speeding new products to market while maintaining appropriate regulatory standards of
review; and
Insurers by providing a sngle point of entry to submit products for review, with the certainty that a
filing can be gpproved for multiple State use within an established number of days.

Membership: Open to chief regulators of the fifty staless DC and American Territories; members will
determine products appropriate for CARFRA treatment.

Governance:  Membership governed by a board of directors eected from and by the membership serving a
two-year term.

Funding: After establishing an operating budget, the board will assessfiling companies.

Member Responghilities;

contribute staff to review pool

secure sandardization of laws pertaining to gpprova of rates, forms and advertising
abide by time limits established

rgiect CARFRA recommendations only for good cause

active participation in work and decision-making

Saffing: Authority will employ asmal staff to provide support services for functions performed by
members of the poal.
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Technology: Hlings will use an dectronic repostory (probably based on System for Electronic Review and
Form Filing or SERFF).

Review:

filings made with CARFRA e ectronic repostory

review team gppointed from pool

review according to nationd standards with additiond input from member states during course of review
inavirtud office sting

trangmitta  for recommendation to CARFRA daff for transmisson to chief regulator of each date
company is seeking gpprova from

find goprova by individud date or if rgection, aticulaion of reasons and natification to filing
company of find action

Appeal: Procedure for review of decisions available to states and companies

Il. Pros and Cons

Pros

CARFRA acts as consulting service providing product review expertise

Uniform standards are established

Uniform review process established

State- based control maintained

Smadl states with limited resources will benefit from greater expertise and product regulation

Cons
Cdifornia has grester consumer protection provisons
Cdifornia has higher sandards for data submission and review requirements

Regulatory focus moves to backend market conduct which historicaly has been less effective
Being one of the largest states Cdliforniawould have a greater burden to supply resources

. Concerns Regarding CARFRA
Cdiforniaisa“Prior Approva” state for Property Casualty
Referencesto ‘deregulation’ especidly for commercid lines

Prop 103 requires prior gpprovd filings for most P/C lines
Cdifornia s public policy favors prior approva
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Consumer Participation

Cdifornia has statutory provison for consumer notice
Cdifornia has statutory provison for consumer participation
Speed to Market needs to be balanced with consumer role

CARFRA in its present form lacks consumer provisons
Uniformity must be aitained at the highest level.

Cdifornia is concerned that compromise will lead to a race to the lowest common denominator for
regulatory effectiveness and consumer protections.

State Accreditation: All dates are NOT equd in ability to review dl products so dates participating in
CARFRA must have confidence in the panel member’s review

Employ accreditation process for CARFRA review participants
Encourage uniformly higher leve of review
Accredit participating state for specific products or lines of busness

Large state participation should be included on each CARFRA review pand

Tend to possess greater resources
Heghtened stake in careful review of products sold in thalr jurisdiction in high valume
At least one of the three top volume states must be included in the review

Deference to CARFRA determination: Is gppropriate but each commissoner must remain free to determine
the suitability of aproduct for usein that Sate.

Determinations should not be binding on individud states
CARFRA Membership: should be on aline-by-line basis
Due to differences among Sate systems
Line-by-line rather than dl-or-nothing provides greater potentid for participation
Cdiforniamay only be able to participate for some lines given our unique regulatory system

Delegation of traditional State jobs

CARFRA provides for areviewing pool consisting of participants from various states
Potentid impact of CARFRA on Cdiforniastate civil service workforce is unclear
Legd impediments to contracting out traditiona state employee services
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Department staffing and budgeting

Uncertainty of how many CDI staff might be dlotted to the CARFRA process
Problems assessing gaffing needs
Problems gaining budgetary approvd

Department fee assessment

Cdiforniais required to base fees on actua costs
Uncertainty of how to assess cost of staff participation in CARFRA review pand

CARFRA Appedls Pand dlowsfor an apped of the determination through CARFRA

Unnecessary redundancy of individua states’ apped process
State retains fina decison on CARFRA determination

Specific data requirements for some lines of business may be unique to Cdifornia

Data dements may not be used or required by other states
Unclear how differing requirements can be accomplished within the CARFRA framework

Public viewing requirement is mandated in Cdifornia

Market Conduct becomes an issue since CARFRA relaxes on upfront regulation moving focus to backend
regulation via the market conduct exam process

Better consumer protection by preventing violations before they occur

Unsatisfactory experiences when entry standards relaxed in favor of backend regulation
A number of states (gpproximately twenty) have no market conduct programs

Many remaining states have minima resources dlotted to market conduct

CARFRA is moving on an accelerated schedule
CARFRA launched in ten test states (AL, AR, IN, ME, MI, NY, OH, OR, PA and TX) April 2001.
Approved products are annuities, medicare supplements and term life. Additiona products being

considered.
Firg filing received June 2001

G LB A
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Working Group Name: CONSUMER PROTECTIONS
Working Group Members: Jim Johnson, Consumer Services & Market Conduct

Jod Laucher, Consumer Services

Other NAIC Working Group States:  KS, MT, IN, AK, AZ, AR, CA, CT, DE, FL, GA, IL, IA,KY, MD, MS,
MO, NV, NJ, NC, ND, OK, OR, PA, SC, SD, TX, VT, WA, WV, WI.

Background/History: Pursuant to GLBA, four federd banking agencies have promulgated consumer protection
regulations that apply to retail ses practices, solicitations, advertisng or offers of any insurance product by the
bank or any person that is engaged in such activities at the office of the bank or on behaf of the bank.

The GLBA regulations cover such matters as
(1) Sales practices such as anti-tying and anti- coercion rules regarding extension of credit and buying of
insurance;
(2) Disclosures asto investment risk, uninsured (not FDIC insured) status;
(3) Separation of banking and nonbanking activities (separate the monies and personne regarding sale
of insurance from loan and other banking activities), and
(4) Edtablishing a consumer grievance process.

In order for theindividua state insurance departments, as the functiond regulators of insurance, to retain
juridiction of these insurance sdes activities of bank insurance agents, they will have to promulgate and
implement/enforce the same or stronger laws and regulations.

At thistime, the NAIC working group is drafting amodd “ cafeteriastyle’ law —that is, the individud Sates
can pick and choose what they want to promulgate. The working group is aso monitoring and has submitted

amicus briefs in three preemption actionsin West Virginia, Rhode Idand and Massachusetts (see below, under
| ssues).

TimdingDeadlines: The fina consumer protection regulations issued by the four federa agencies become
effective April 1, 2001. In 2001, CDI introduced AB1727 in an effort to adopt smilar lawsin Cadifornia, which
isatwo-year bill and will be congdered further in our 2002 session.

Issues. The banks, through their professiond trade associations, are working to stop state laws on the consumer
protection subjects. The reported reason for this effort isthat federd regulation will be less burdensome with
fewer laws and backend regulation only. In three states that aready have some of these laws, certain banking
associations have dready chalenged the laws. In the lead legd action, aWest Virginia bankers association has
filed a request with the Office of the Comptroller of the Currency that they deem the West Virginialaws
preempted, and thereby null and void.

LB
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Working Group Name: COORDINATING WITH FEDERAL REGULATORS
Working Group Members; Norris Clark, Financid Survelllance

Elizabeth Mohr, Rate Enforcement Bureau

Other NAIC Working Group States:  |A, CT, NH, AK, AR, CA, CO, DC, FL, LA, MI, MS, NE, NY, OH, PA,
SC, SD, TN, TX, VT, VA

Background/History:

The Working Group's objectives are:

1. ldentify and address issues relating to successful cooperation between the federd functiona regulators and
dtate insurance departments.

2. Direct issues affecting substantive insurance regulation to the gppropriate Nationa Association of Insurance
Commissioners (NAIC) committee.

3. Deveop and monitor the implementation of regulatory cooperation agreements between federa regulatory
agencies and individud dtate insurance departments.

4. Encourage close practica working relationships among federa and state regulators by identifying persona
contacts and arranging meetings.

The Working Group has created subcommittees addressing:

1. Risk Based Capitd standards to identify areas where companies might engage in regulatory arbitrage among
federd and state regulators. Cdiforniais amember of this subcommittee.

2. Exam procedures for underwriting and catastrophe risk categories to ensure they are adequate.

3. Federa and state regulatory philosophies regarding when and how financia and operating problems at
financid ingtitutions should be addressed.

4. A Subgroup on Financid Issues has aso been crested.

Timeling/Deadlines
There are no officia pending deedlines.

|ssues.

In addition to those issues dready mentioned, the Working Group is tracking the preemption chalengesfiled in
West Virginia, Rhode Idand, and Massachusetts. Commissioner Harry W. Low and leaders of the CDI GLBA
team have held information sharing and issue oriented meetings with the Federd Reserve Board (FRB) and the
Office of Currency of Comptroller (OCC). Mestingsin 2001 were held between CDI and the Federal Deposit
Insurance Corporation (FDIC), Federa Trade Commission (FTC), and Office of Thrift Supervison (OTS) to
discuss financid solvency regulation and information sharing agreements.

GLB A
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Working Group Name: FUNCTIONAL REGULATION
Working Group Members. Lorraine Johnson, Conservation and Liquidation Bureau, Legd

Other NAIC Working Group States:  IL, TN, DE, AK, AR, CA, FL, IN, KS, MS, MO, NC, PA, SC, TX, WA,
WV

Cdlifornia Proposed L egdation
The GLBA enacted in November 1999, among other matters mandated that four Federal Agencies, i.e. the
OCC, the OTS, the FDIC and the Federal Reserve, draft and issue regulations (by November 2000) to set forth
requirements, limitations and prohibitions as the sdle of insurance by or through a bank and other depository
inditutions (eg. S&L’s, eic.). Thejoint Federd regulations that were enacted in late November/early
December 2000, with an effective/implementation date of April 1, 2001, st forth:
1) Caertan prohibitions, such as, prohibiting the tying of credit to the purchase of insurance only from
or through the bank, and its affiliates and agents:
2) Therequirement of providing certain disclosures to the customer, such as, that the insurance is not
FDIC or bank guaranteed, and disclosures as to the choice of insurer when obtaining aloan, €tc.;
and,
3) Requirements as to the segregation of funds and physical separation of the banking activities and
from non-banking activities.

In order to retain functiona regulation of the insurance sales activities of the banks and their agents, the
individua state insurance departments must have similar, or, where dlowed stronger consumer protective, Sate
laws and regulations as to the insurance sdes activities by banks.

At thistime Cdiforniais one of approximatdy twenty four states that does not have specific laws or regulations
that address these subjects, therefore the California Department of Insurance (CDI), through a sponsor, has
submitted legislation AB1727 so asto provide Cdifornia consumers with full uniform regulation and protection
asto the sdle of insurance by banks and their agents.

Preemption Challenges Pending Before the OCC.:

The CDI resulting in its participation in this working group, is monitoring the current attempts, by certain
banking associations, to have preempted certain of the consumer protective laws in three states. Thethree
dates, WV, MA, and RI, dready havein place, amilar, but stronger, laws as to the sde of insurance by banks
and their agents.

Debt Cancellation Insurance:

In 2001 the Functiona Regulation working group started monitoring the OCC' s proposed new rules regarding
their regulation of debt cancellation contracts and debt suspension contracts. The working group urged the
OCC to regulate these products, not just require disclosures. It urged the OCC to strengthen disclosure rules,
prohibit certain practices and regulate rates by requiring a 60% cancelled debt/fees ratio.

GLB A
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Working Group Name: NATIONAL ASSOCIATION OF REGISTERED AGENTSAND
BROKERS (NARAB)
Working Group Members. Loren Suter, Deputy Commissioner

Dennis Ward, Chief, Producer Licensing

Other NAIC Working Group States: AR, CO, AK, CA, DE, FL, IA, KS, KY, NV, NJ, NY, ND, OK, OR, PA,
SC, SD, TN, TX, VT, WY

Background/History:

The Gramm-Leach-Bliley Act of 1999 (GLBA) authorizes the establishment of a new organization named the
National Association of Registered Agents and Brokers (NARAB) if amgjority of state insurance regulators do
not implement uniform or reciprocd laws for the licensing of non-resident insurance producers. NARAB, if
created, would establish uniform producer licenaing laws and provide a mechanism for multi-state licensing of
insurance producers, thereby, pre-empting state- unique licensing procedures and qudifications.

The Nationd Association of Insurance Commissoners (NAIC) NARAB Working Group is charged with the

following objectives.

1. Achievereciprocity for non-resdent licenang in aminimum of twenty-nine states.

2. Strivefor ahigher standard than required in GLBA by creating a nationa insurance producer system that
embraces uniformity, reciprocity, and improved efficiency.

Timdineg/Deadlines

9/00- Express commitment to achieving reciprocity by sgning a Declaration of Reciprocity
10/00- Deveop alegidative package to achieve reciprocity and/or uniformity

12/00- Schedule meetings with industry and other interested parties

1/01- Sponsor new legidation

11/12/02- GLBA deadline for amgority of statesto achieve reciprocity

|ssues.

1. Should Cdifornia endeavor to achieve reciprocity? Uniformity? Such an effort may require Cdiforniato
lower its licenang standards and may weaken enforcement. The effort will require the devotion of
ggnificant staff resources from the Crimind Investigations, Legd, and Legidative Branches.

2. If we decide not to pursue reciprocity or uniformity, should we continue to participate in the NARAB
Working Group in 2002?

3. If we achieve reciprocity, should we agree to outsource non-resdent licenang processing activities to the
NAIC to facilitate dectronic gpplication filing and “ one-stop-shopping” for multi-sate licensng?

GLB A
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l. What isNARAB?
Edtablished by the Gramm-Leach-Bliley Act of 1999
A mechanism to adopt and apply uniform producer licenang requirements on a multi- state basis

Preempts State licensing requirements

. When Does NARAB Begin?

November 12, 2002, unless amgority of the Sates (29) achieve either:
Uniformity; or
Reciprocity

1. NARAB Uniformity
Qudifications for Licensure (integrity, education, etc.)
Continuing Educeation
Ethics Course

Suitability criteriafor insurance sdes

No limitations/conditions based on place of residence

IV.  NARAB Reciprocity

Issue a nonresident license without any additiona requirements other than:
A request for licensure

The gpplication submitted to home State

Proof of good standing in home State

Payment of fees

V. NARAB Board of Directors

Seven members appointed by NAIC
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At least four members must have significant experience with the regulation of commercid linesin one or
more of the twenty states with the greatest total dollar amount of commercia lines premium

Three-year term
VI. NARAB Authority
Egtablish criteria for membership (integrity, education, etc.)
Membership fee, including annua renewd
Impose continuing education
| ngpect/examine member’ s records/office
Suspend/revoke membership
Issue uniform license and renewa applications for multi-tate licensure
Egtablish a centra clearinghouse for members to apply and renew licenses in multiple states

Egtablish anationd database for collection of regulatory information concerning activities of producers

VIlI. State Authority — Post NARAB
License, supervise, and discipline insurance producers (but, must license a NARAB member)
Prescribe and enforce consumer protection and unfair trade practices laws and regulations

Certain State lawss are preempted

VIII. Prohibited Actsby a State
Impede or take action because of NARAB membership
Impaose higher fees on NARAB member

Impose any licenaing related qudification on NARAB member that is different from that required by
NARAB

Implement licensng/renewa procedures different from NARAB
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IX. Role of the NAIC
Supervise and oversee NARAB
Approva of NARAB bylaws
Examine and inspect NARAB

Submit annua report concerning operations of NARAB to President and Congress

X. Elimination of NAIC Oversght

NAIC overgght terminates on November 12, 2004 if:

the NAIC has not approved the NARAB bylaws or NARAB is not conducting its required activity, or the
NAIC is unable to supervise NARAB; and,

At least amgority of the states representing at least 50% of total U. S. commercid lines premium have not
satisfied uniformity or reciprocity
X. Presidential Oversight

Upon dimination of NAIC oversight, the President of the United States, with the advice and consent of the
Senate will appoint the NARAB board of directors to implement NARAB.
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Working Group Name: IMPROVEMENTSTO STATE-BASED SYSTEMS
Working Group Members. Maureen Mason, Rate Regulation

Reid McClaran, Legd, Rate Enforcement
Sheldon Summers, Financid Survelllance

Other NAIC Working Group States:  OH, DC, NE, AL, AK, AZ, AR, CA, CO, FL, IL, KS, KY, MO, NY, NC,
ND, OK, OR, SC, VA, WA, WV, WI

Background/Higtory:

While not specificdly required by Gramm-Leach-Bliley (GLBA), the Speed to Market working group was one
of severd working groups formed by the Nationa Association of Insurance Commissioners (NAIC) to
affirmatively respond to amgor criticism of state regulation — that it takes too long for insurers to mest the
various saes requirementsto get their products to market. This group is sudying ways for the satesto
achieve uniformity and/or reciprocity in the gpprova of insurance rates and insurance policy forms.

The working group developed a proposed system for state regulation to work more efficiently. Therationdeis
that if the states enact uniform standards, it will no longer be necessary for each individud state to gpprove all

of the products used within their jurisdictions. Rather, a newly established entity called the Coordinated
Advertisng Rate and Form Review Authority (“CARFRA™) will be respongble for review and
recommendation for approva. Under this proposa qudified volunteers from state insurance departments would
review the centrd one-gop filings. Individua states will accept that approva in their own jurisdictions unless
adverse action is being taken againgt the company or the filing violates Sate law.

A CARFRA Sub-group conssting of Sx state members (M, PA, NY, TX, OR & ME) was charged with filling
in the details necessary to implement the proposd including establishing the process, administration and
organization behind CARFRA.. The Improvement to State Based Systemns Sub-group conggting of five
gppointed state members (OH, NY, AL, CO & NE); two consumer members; two industry members and one
producer member was charged with considering recommendations listed in the vison document and other
suggestions for enhancing the state based filing process to increase efficiencies.

Timdineg/Deadlines

The NAIC Executive Committee gpproved a limited launch of CARFRA in the gppointed states and four other
volunteer states (OH, IN, AR, AL) with astart date of May 2001. In addition, the Speed to Market Working
Group was reorganized into two separate working groups. The CARFRA Working Group was charged with
developing the nationa standards for the CARFRA limited launch and will evauate the success of the launch.

A March 7-9 2001 interim meeting was held in Washington, D.C. to establish the nationd CARFRA gtandards
for the limited launch. CARFRA was launched in May 2001 for three products, Individua Term Life,
Individuad Annuity and Medicd Supplements. During and interim meeting held in August 2001 additional
products were suggested for the CARFRA process.
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The Improvement to State Based Systems Working Group is charged with implementing the recommendations
contained in the Speed to Market Report related to state-based rate and form filing systems. Thisworking
group developed a checklist standards format. Individua state departments were asked to complete the form
and ratefiling requirements checklist using the standard format. Once completed states were to post the
requirementsto their Internet Site. A link from the NAIC website was established for easy accessto any date's
checklist. Thetarget date for completion and posting of the checklist for al states was September 2001.
Cdlifornia has completed and posted the checklist for property/casudty lines as of October 15, 2001.

|ssues:

The NAIC s efforts are dominated by smal states whose issues are different from Cdifornia Achieving
uniformity, or agreeing to reciprocity, assumes that some states' standards will end up being changed. For the
most part, the large states have capabilities that are greater than the small states, and have developed standards
commensurate with their resources and abilities.

Cdiforniabdieves it does a better job of product review than most other ates, and that any uniformity or
reciprocity agreements would require our stlandards to descend to some lower level to which the smdl states
might hopeto rise. Many of our state laws hold us to higher sandards than the uniformity being contemplated
(e.g., Propostion 103 limits our flexibility regarding dmost al property/casudty rates).

In addition, consumer protections are lacking in the proposd, and California has several consumer protections
and participation aspects included in state law that would limit our ability to adopt the NAIC proposd asit
currently stands.

Further, Cdifornia consumer groups actively oppose a number of theseinitiatives. Still, we must measure the
threet of increasing federd intervention if the states are not able to change sufficiently to react to the new
nationa and globa economy.



California Department of Insurance

GRAMMITERACHEETINTEVINCT (GLEAY

Working Group Briefing Document

WWW.iNsurance.ca.gov

January 2002
Working Group Name: NATIONAL TREATMENT AND COORDINATION
Working Group Members: Norris Clark, Financid Survelllance

Jll Jacobi, Legd, Corporate Affairs

Other NAIC Working Group States:  TX, VT, AZ, AR, CA, CT, DC, FL, IL, ME, MA, MO, NE, NC, ND, OH,
PA, SC, WA, WI, WY

Background/Higtory:

Nationd Treatment and Coordination isa Nationd Associaion of Insurance Commissioners (NAIC) initiative
that goes beyond the mandates of the Gramm-Leach-Bliley Act (GLBA) to: 1) create aframework of ate laws,
regulations and practices to streamline licenaing requirements for insurers seeking to do businessin multiple
states [commonly referred to as Accelerated License Evauation Review Techniques (ALERT)], and 2) enhance
the current regulatory process regarding acquisitions or mergers of insurer groups whose member insurance
companies are domiciled in multiple states.

The Nationd Treatment and Coordination Working Group directly oversees the work of the ALERT Subgroup
and provides guidance to the Insurance Holding Company (E) Working Group.

There are currently 50 tates and the Digtrict of Columbia participating ALERT’ s Uniform Certificate of
Authority Process (UCAA). The ALERT Subgroup is aso, among other things, directing an Automated
Application project, a project to minimize state-specific forms, and a best practices project.

The Insurance Holding Company (E) Working Group is directing and pilot testing a Form A Database and
discussing the concept of a*“Lead State” framework to minimize overlap of Sate' s reviews of insurer
acquisitions.

Timdineg/Deadlines.

December 2001 is deadline for draft manual covering Form A review procedures, and “Lead State” concept:
March 2002 is deadline for implementation of the Form A Database. Cdiforniaison track to meet these
deadlines.

|ssues:

1. Presarvation of state jurisdiction over federa regulation

2. Digparity of regulatory trestment/uniformity and reciprocity
3. Legdlity of process and proposals for implementation

LB
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Working Group Name: PRIVACY

Working Group Members: Sean Tracy, Strategic Planning, Policy and Research
Elizabeth Mohr, Legd, Rate Enforcement Bureau

Other NAIC Working Group States:  NY, KS, AL, AZ, IL, KY, ME, MD, MO, NE, NC, ND, OR, PA, SC, TX,
VA, WV

Background/History: Gramm-LeachBliley Act (GLBA) requires that financid indtitutions, including insurers,
protect the privacy of consumers nonpublic persond information. GLBA expressly permits states to enact
privacy protections greater than those required by GLBA or by federa regulations. The federa agencies were
required to, and did, adopt regulations by May 12, 2000. The federa rules were effective November 13, 2000,
but financid ingtitutions subject to the rules needed to comply by July 1, 2001. Most states are dso extending
the compliance date for insurers. In 1980, Cdiforniaadopted aNAIC mode Insurance Information and Privacy
Protection Act (CIC 791-791.27), which for the most part meets or exceeds the GLBA privacy provisons.
Insurance ingtitutions, agents, and insurance support organizations must continue to comply with thislaw.

Throughout 2001, the California Legidative actively consdered privacy law, but were unable to reach an
agreement that would advance a bill to the Governor. It is expected that this Legidative didogue will continue
in 2002.

The 1980 modd privacy law has been adopted in fifteen states. For those states not having privacy laws, the
Nationa Association of Insurance Commissioners (NAIC) Privacy Working Group drafted another modd,
tracking the federal regulations, which the NAIC approved in September 2000. Cdiforniareleased proposed
regulations harmonizing our current privacy law with the provisons of Gramm:-Leach-Bliley in December
2001.

The NAIC Privacy Working Group is now working on enforcement and implementation issues and has
devel oped a sub-committee for Privacy Notice development.

GLBA, thefederd regulations, the new NAIC draft, and the California Satute generaly require financid
inditutions to maintain a privacy policy that is clearly communicated to consumers, and require that “nonpublic
persond information” not be disclosed to non-affiliated third parties unless a consumer has had an opportunity
to “opt-out” of having that information disclosed. There are numerous exceptions, primarily for business
purposes.

Timdineg/Deadlines. Proposed regulations released in December 2001. A public hearing will be held on
February 8, 2001. Following comments, CDI plans to promulgate regulations in 2002 to clarify our 1980 law
and comply with GLBA provisons.

Issues. Attached is the statement of reasons for the regulatory package proposed by CDI in December 2001.
Privacy law will continue to be an issue for the Cdifornia Legidature to consider in 2002.

G LB A



DEPARTMENT OF INSURANCE
STATE OF CALIFORNIA
45 Fremont Street, 21 st Floor
San Francisco, California 94105

RH-01018269 December 4, 2001

INITIAL STATEMENT OF REASONS

PRIVACY OF NONPUBLIC PERSONAL FINANCIAL
AND MEDICAL RECORD INFORMATION

INTRODUCTION

Cdifornia Insurance Commissioner Harry W. Low proposes the adoption of Title 10, Sections
2689.1-2689.24, Cdifornia Code of Regulations, regarding privacy of information gathered by
licensees in connection with insurance transactions.

The purpose of these regulations is to implement, interpret and make specific the provisions of
Cdlifornialnsurance Code, Divison 1, Part 2, Chapter 1, Article 6.6, Sections 791-791.27 and
the privacy provisons of Gramm-L each-Bliley Financid Services Modernization Act 1 (GLBA),
15 U.S.C., Subchapter I, Sections 6801-6810.

Cdlifornia Insurance Code (CIC) Sections 791-791.27, the Insurance Information and Privacy
Protection Act enacted in 1980, establishes standards for the collection, use, and disclosure of
information gathered in connection with insurance transactions. This legidation adopted the
Nationd Association of Insurance Commissioners (NAIC) 1982 modd legidation, developed
with input from state regulators and representatives of industry, producers and consumers to
facilitate uniform privacy sandards among states.

TitleV of GLBA (15 U.S.C. Sections 6801-6810) requires various federal agencies and state
insurance authorities to enact regulations respecting the privacy of customers and protecting the
security and confidentidity of nonpublic persond information. Federa agencies have adopted
implementing regulaions for financid inditutions subject to the jurisdiction of federd

regulators. GLBA expresdy permits states to enact privacy protections greater than those
required by GLBA or by federa regulations.

Currently, there are no regulations that govern the collection, use, disclosure, and safeguarding

of information under Sections 791-791.27 of the Insurance Code. The lack of regulations has led
to some confusion on the part of licensees regarding their obligations under Cdiforniaand

federa law. These proposed regulations are intended to clarify the procedures implementing the
privacy protections set forth in the Insurance Code and to comply with the GLBA mandate,
consgent with the public policy of providing maximum privacy protection permitted under these
laws.

1P.L. 106-102, signed November 12, 1999.



SPECIFIC PURPOSE OF THE REGULATONS AND NECESSITY

The specific purpose of each regulation and the rationde for the Commissoner’ sinitid
determination that each regulation is reasonably necessary to carry out the purpose for which it is
proposed is set forth below.

Articlel: General Provisons

Section 2689.1 Authority and Purpose

Section 2689.1 provides authority for the promulgation of these regulations and clarifies that
these regulations are intended to implement provisions of CIC 88791-791.27 and to comply with
the GLBA mandate. The rationde for adopting this regulation is to clearly indicate to the public
the legd authority for this rulemaking and what provisions of the Insurance Code and federd law
will be implemented.

Section 2689.2 Scope

Section 2689.2 clarifies that these regulations gpply to nonpublic persond information gathered
by licensees about policyholders, clamants and beneficiaries of insurance products or services
used primarily for persond, family, or household purposes, and sets forth some of the
circumstances under which a business policy might be subject to these regulations. Adopting
this regulation is necessary to set forth clearly the persons and circumstances to which the
regulations apply to assst affected personsin understanding provisions of the statute and
regulations to ensure compliance.

Section 2689.3 Duty of Confidentiality and Care

Section 2689.3 makes clear that licensees have an affirmative duty to protect the confidentiadity
of nonpublic persond information congstent with CIC 88791-791.27, GLBA privacy provisons,
and dl other applicable laws regarding the privacy or confidentidity of nonpublic persond
information. Adoption of this regulation is necessary to clarify the obligationsimposed on
licensees by these laws.

Section 2689.4 Definitions

Section 2689.4 defines several key terms referred to in these regulations that are not defined in
CIC 88791-791.27 and might otherwise be unclear to affected persons. Adoption of this
regulation is necessary for the public to understand provisons of the statutes and regulations.
Section 2689.4(a) requires that notices of information practices be “clear and conspicuous.” This
section adopts the same standards for a“clear and conspicuous’ notice as those in federal
regulations applicable to federa agencies except it aso requires that notices be understood by
those with an average eighth grade educationd level and achieve a minimum Hesch Score of 50.
The rationde for thisregulaion isto achieve consstency and uniformity in privacy sandards
between Californiaand federal law. The added standards are reasonably necessary to ensure that
consumers will understand a licensee' s information practices.

Section 2689.4(b) defines “collect” congstent with the definition in federa regulations

gpplicable to federal agencies. The Insurance Code and GLBA establish standards for the
collection of nonpublic persond information in connection with insurance transactions. The
rationae for thisregulation isto assst consumers in understanding these provisons and to
achieve uniformity in privacy standards between Cdiforniaand federa law.



Section 2689.4(c) defines“consumer” in Smilar termsto GLBA except that this regulation
includes clamants and beneficiaries as examples of consumers not included in GLBA because it
focused on financid indiitutions. Thisis an important definition because it clarifies the scope of
the statutes. The rationde for adoption of this regulation isto assst licensees in understanding
the statutes and regulations to ensure compliance,

Section 2689.4(d) defines “customer relationship” and provides examples of when a consumer is
or isnot a customer in accordance with federd regulations adopted by applicable federa
agencies. GLBA requires that licensees provide notice of ther information practices at the time

of establishing a customer rdationship and then annualy. This regulation is necessary to darify
those provisions so that affected persons are knowledgeable about their rights and obligations.

Section 2689.4(€) defines “financid indtitutions” and Section 2689.4(f) defines “financid
product or service” according to smilar sandards in GLBA and federd regulations. Since the
Insurance Code focuses on licensees subject to itsjurisdiction, it does not define the terms.
Consequently, the terms may be unclear to licensees. However, GLBA imposes privacy
obligations on “financid indtitutions,” including insurers. The rationae for this regulation isto
ass g affected personsin understanding applicable privacy laws and achieve consstency and
uniformity between Cdiforniaand federd law.

Section 2689.4(g) defines “ nonaffiliated third party” and Section 2689.4(h) defines “ control”
consgstent with standards in GLBA and federd regulations adopted by applicable federa
agencies. CIC 88791-791.27 and GLBA establish required standards for notice and disclosures
of nonpublic persond information to affiliated and nonaffiliated third parties. The didinction is
ggnificant and this regulation darifies the digtinction so that consumers and licensees understand
their rights and obligations. The retionde for this regulation is to achieve uniformity in privacy
standards between Cdiforniaand federd law.

Section 2689.4( i) defines “publicly available information” in Smilar terms as the federa
regulations adopted by gpplicable federd agencies. Thisis an important definition because CIC
§8791-791.27 and GLBA establish standards governing the trestment of nonpublic persona
information. This regulation specifies the type of information that is not covered by these
privecy provisons So that affected persons understand their rights and obligations. The rationde
for this regulation isto facilitate uniformity of privacy sandards between Cdiforniaand federd
law.

Articlell: Privacy Notices;, Opt Out Noticesfor Financial Information

Section 2689.5 I nitial Privacy Notice

Section 2689.5 sets forth standards under which an initia privacy notice may be delivered within
areasonable time after a customer relaionship is established, pardlding federd regulations
gpplicable to federa agencies. The purpose of this regulation isto clarify procedures for the
initid privacy notice so that licensees understand their obligations to ensure compliance.
Adoption of this regulation is necessary to comply with the GLBA mandate and achieve
uniformity of privacy standards between Cdifornia and federd law and regulations.




Section 2689.6 Annual Privacy Notice

Section 2689.6 adopts an annua notice requirement for customers. CIC §791.04 providesthat a
licensee mesets requirements for notice of information practices, in the case of apolicy renewd,

if notice is ddlivered within the previous 24 months. However, GLBA (15 U.S.C. Section 6803)
requires annua notice to a customer, as defined in federd regulations. Since the federd standard
of annud notice is dricter, federd law supersedes. Therationale for thisregulation is to conform
to the mandated federa standard.

Section 2689.7 I nformation to be Included in Privacy Notices

Section 2689.7 clarifies information requirements for privacy notices by adopting Smilar
standards contained in federal regulations adopted by applicable federa agencies. Often
consumers are unaware of the information that is collected about them in connection with
insurance transactions and do not know the uses made of the information collected. Without
such information, they cannot make informed choices based on privacy concerns they may have.
The purpose of this regulation is to assst the consumer in obtaining such information. The
rationae for this regulation is to achieve uniformity between Californiaand federa law. For
clarification, this section also makes clear that written authorization before alicensee discloses
nonpublic persond information must comply with standards set forth in CIC §791.13(a).

Section 2689.8 Form of Opt Out Notices and Opt Out Methods

Section 2689.8 clarifies opt out procedures and information requirements to be followed when a
licenseeis required to provide an opt out notice. CIC §791.13 sets forth the generd rule that a
licenseeis prohibited from disclosing a consumer’s nonpublic persond information without prior
written authorization, subject to certain exceptions. One of the exceptions, CIC §791.13(k),
permits disclosure to a nonaffiliated third party for marketing purposes, but requires that a
consumer be given an opportunity to indicate he or she does not want persond information
disclosed (opt out) and has given no such indication. The statute does not specify opt out
procedures. However, federa regulations adopted by applicable federd agencies st forth
standards for a clear and conspicuous notice that explains the right to opt out, provide examples
of opt out methods, and set forth procedures for handling an opt out direction by joint consumers.
This regulation adopts the federal standards. The purpose of this regulation isto make clear how
to exercise a consumer’ s right to opt out in gpplicable circumstances. Adoption of this regulation
is necessary to achieve uniformity in privacy standards between Cdlifornia and federd law.

Section 2689.9 Revised Privacy Notices

Section 2689.9 clarifies procedures for revised privacy notices. CIC §791.04 sets forth standards
for notice of information practices but does not specificaly set forth sandards for revised
notices. However, federa regulations applicable to federd agencies requires a clear and
conspicuous revised notice that accurately describes alicensee' s information policies and
practices and provides for a new opt out form when applicable. This regulation adopts smilar
standards. Since federa regulations only specify a reasonable opportunity to opt out, this section
interprets the provision by giving consumers 45 days to opt out of the disclosure. Therationde
for thisregulation is that 45 daysis a reasonable amount of time for a consumer to take action
and areasonable waiting period for the licensee before disclosing nonpublic persond
information about the consumer.



Section 2689.10 Delivery of Notices

Section 2689.10 clarifies standards and provides examples of adequate methods to ddliver
privacy notices. CIC 8791.04 requires notice of information practices but does not specify
methods of ddlivery of notices. However, federa regulations adopted by applicable federd
agencies st forth standards of reasonable expectation of ddivery and provide examples of both
reasonable and unreasonable expectations. This regulation adopts smilar standards and
examplesto ensure that such natification reaches consumers. Therationde for this regulaion is
to achieve uniformity of privacy standards between Cdiforniaand federd law and regulations.

Articlelll: Limitson Disclosures of Medical Record Infor mation

Section 2689.11 Disclosur e of Medical Record I nformation

Section 2689.11 clarifies the limits and conditions on disclosure of medica record information.
CIC 8791.13 requires a licensee to obtain prior written authorization before disclosing nonpublic
persond information, defined in CIC §791.02(s) to include medica record information, subject
to certain exceptions. Since GLBA was focused on financid inditutions, GLBA is dlent on the
trestment of medical record information. The rationae for this regulation is to make clear the
limits on disclosure of medicd record informetion.

Article1V: Standardsfor Safeguarding Nonpublic Personal Information

Section 2689.12 General Provisons

GLBA (15 U.S.C. Sections 6801, 6805(b) and 6807) specifically requires the establishment of
standards to safeguard nonpublic personal information. Section 2689.12 clarifiesthat the
regulaionsin Article V are intended to establish procedures to develop and implement
adminigrative, technica, and physica safeguards to ensure the security and confidentidity of
nonpublic persond information. The regulations are Smilar to the federd regulaions
promulgated by the gpplicable federa agencies. Adoption of this regulation is necessary to
harmonize Cdifornialaw and the GLBA.

Section 2689.13 Definitions

Section 2689.13 defines “ customer information systems’ and “service provider” consstent with
gtandards in the NAIC 2000 model legidation, developed to track GLBA requirements for
safeguarding nonpublic persond information. The purpose of defining these termsisto assst
licensees in understanding the safeguarding requirements in these regulations. Adoption of this
regulation is reasonably necessary to achieve congstency between states and uniformity between
Cdifornialaw and federd law.

Section 2689.14 Information Security Program

Section 2689.14 clarifies the requirements of aninformation security program for licensees. CIC
88791-791.27 and GLBA establish broad standards for safeguarding nonpublic persona
information, but do not specify the process. The rationde for this regulation isto comply with
the GLBA mandate and achieve consigtency between Cdifornialaw and federd law.

Section 2689.15 Objectives of Information Security ProgramSection 2689.15 establishes
smilar objectives for an information security program asin GLBA. The rationde for this



regulation isto comply with the GLBA mandate and achieve consstency between Cdifornialaw
and federd law.

Section 2689.16 Assess Risk

Section 2689.16 implements the safeguarding process mandated by GLBA by setting sandards
to assess the threat of risk to the integrity of customer information and information syssems. The
standards parale the standards set forth in NAIC's 2000 model legidation. Although CIC §791-
791.27 and GLBA egtablished standards for the safeguarding of nonpublic persond information,
the statutes did not specify the process. This regulation implements, interprets and makes

specific those provisons. The rationae for this regulation isto comply with the GLBA mandate
and achieve congstency between Cdlifornialaw and federd law.

Section 2689.17 Manage and Control Risk

Section 2689.17 implements the safeguarding process mandated by GLBA by setting standards
to manage and control risks to the integrity of customer information and information systems.
The standards paralldl the standards set forthin NAIC's 2000 modd legidation. Although CIC
§791-791.27 and GLBA egtablished standards for the safeguarding of nonpublic personal
information, the statutes did not specify the process. This regulation implements, interprets and
makes specific those provisons. The rationae for this regulation isto comply with the GLBA
mandate and achieve consgstency between Californialaw and federa law.

Section 2689.18 Service Providers

Section 2689.18 implements the safeguarding process mandated by GLBA by setting standards
to oversee service providers. The standards parallel the standards set forth in NAIC' s 2000
model legidation. Although CIC §791-791.27 and GLBA established standards for the
safeguarding of nonpublic persona informetion, the statutes did not specify the process. This
regulation implements, interprets and makes specific those provisions. Therationde for this
regulation is to comply with the GLBA mandate and achieve consstency between Cdifornialaw
and federd law.

Section 2689.19 Adjust the Program

Section 2689.19 implements the safeguarding process mandated by GLBA by setting sandards
to monitor and adjust the information security program. The standards parald the standards set
forth in NAIC s 2000 mode! legidation. Although CIC §791-791.27 and GLBA established
gandards for the safeguarding of nonpublic persond information gathered in connection with
insurance transactions, the statutes did not specify the process. This regulation implements,
interprets and makes specific those provisons. Therationae for this regulation isto comply
with the GLBA mandate and achieve consastency between Cdifornialaw and federd law.

Section 2689.20 Enfor cement

CIC 88791-791.27 and GLBA impase anumber of obligations upon licensees. The Insurance
Code and 15 U.S.C., Section 6805(6) authorize the Insurance Commissioner to enforce these
obligations. The rationde for Section 2689.20 isto clarify that the Insurance Commissoner is
responsible for audit compliance and enforcement of these standards and regulations, consistent
with the statutes.



Article V: Additional Provisons

Section 2689.21 Protection of Fair Credit Reporting Act

Section 2689.21 clarifies that CIC 88791-791.27 does not modify, limit, or supersede the
operation of the federd Fair Credit Reporting Act (FCRA) (15 U.S.C. 881681 et seg.). Since
disclosures of certain information may give rise to obligations under FCRA, GLBA (15 U.SC.
Section 6806) expressly protects the operation of FCRA. This regulation adopts asimilar
standard. The rationde of thisregulation isto achieve uniformity in privacy standards between
Cdiforniaand federd law.

Section 2689.22 Nondiscrimination

Section 2689.22 darifies that alicensee is prohibited from discriminaing againgt a consumer for
withholding disclosure authorization by denying the consumer an insurance product or service.
CIC 8791.13 requires prior written authorization before disclosure of nonpublic persond
information, setting forth certain exceptions, including the requirement of an opt out notice to
consumers before disclosing information to nonaffiliated parties for marketing purposes. It does
not specify consequences when a consumer does not provide authorization or exercises the
option of opting out againgt disclosure. The rationae for this regulation isto protect the
consumer’ s exercise of privacy rights.

Section 2689.23 Sever ability

Section 2689.23 clarifies that each section of the regulations is severable. The rationde for this
regulation is condstency with customary legd protections in the eventudity that a section or
portion of a section or its applicability to any person or circumstance is held invalid by a court.

Section 2689.24 Effective Date

Section 2689.24 dlarifies that the Insurance Commissioner intends the effective date of these
regulaions to be 30 days after filing with the Secretary of State. The rationde for this regulation
is congstency with the rulemaking process to dlow a standard reasonable trangtion period
before the regulations take effect .

Appendix A-Sample Clauses

Appendix A provides sample clausesto assst licensees in drafting privacy notices, explaining a
consumer’ s right to opt out of disclosures, and describing its practices to protect the
confidentidity and security of customer informetion.

IDENTIFICATION OF STUDIES
The Commissioner has not relied upon technicd, theoreticd, or empirical studies or reportsin
proposing these regulations.

SPECIFIC ACTIONS, PROCEDURES, TECHNOL OGIES OR EQUIPMENT
Adoption of these regulations would not mandate the use of pecific technologies or equipment
or prescribe specific actions or procedures.




ALTERNATIVES

The Commissioner has determined that no reasonable dternative exists to carry out the purpose
for which the regulations are proposed or would be as effective and |ess burdensome to affected
private persons than the proposed regulation.

ECONOMIC IMPACT ON BUSINESS

The Commissioner hasinitidly determined that the proposed regulations will not have a
ggnificant adverse economic impact on businesses because they are dready required to comply
with smilar federd requirements of the Gramm-L each-Bliley Financia Services Modernization
Act (15 U.S.C., Subchapter 1). The Commissioner invitesinterested parties to comment on
whether the proposed regulaions will have a Sgnificant adverse economic impact on business.
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45 Fremont Street, 21 st Floor
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NOTICE OF PROPOSED ACTION AND
NOTICE OF PUBLIC HEARING

SUBJECT OF HEARING

Notice is hereby given that Cdifornia Insurance Commissioner Harry W. Low will hold a
public hearing on February 8, 2002, a 10:00 am., in San Francisco, regarding the
proposed adoption of regulations pertaining to privacy of information gathered by entities
subject to the regulation of the Commissoner in connection with insurance transactions.

AUTHORITY AND REFERENCE

The Insurance Commissioner proposes the adoption of these regulations (Title 10,
Sections 2689.1-2689.24 of the Cdifornia Code of Regulations) pursuant to well settled
law that the Commissioner has “broad discretion to adopt rules and regulations as
necessary to promote the public welfare.” (Cafarm Ins. Co. v. Deukmejian (1989) 48
Cal.3d 805, 824.) and Sections 6801(b) and 6805(b)(2) and 6807 of the Gramm-L each-Bliley
Financia Services Modernization Act (GLBA) (15 U.S.C., Subchapter 1). The

purpose of these regulationsis to implement, interpret, and make specific the provisons
of Cdifornia Insurance Code, Divison 1, Part 2, Chapter 1, Article 6.6, Sections 791-
791.27 and Gramm- L each-Bliley Act privacy provisons (15 U.S.C., Subchapter I,
Sections 6801-6810), consstent with affording individuas the maximum privecy
protections permitted by those laws.

HEARING DATE AND LOCATION

A public hearing will be held to permit al interested persons the opportunity to present
gatements or arguments, ordly or in writing, with respect to the proposed regulations at
the following date, time, and place:

Dateand Time: February 8, 2002 — 10:00 a.m.

L ocation: State Building — First Floor Auditorium
455 Golden Gate Avenue
San Francisco, California 94102



ACCESS TO HEARING ROOM

The facilities to be used for the public hearing are accessible to persons with mobility
impairments. Persons with sight or hearing impairments are requested to notify either of
the contact persons (listed below) for this hearing in order to make specia arrangements,

if necessary.

WRITTEN AND/OR ORAL COMMENTS: AGENCY CONTACT PERSONS

All persons are invited to submit written comments to the Insurance Commissioner on the
proposed regulations. Comments should be addressed to either of the contact persons for
this proceeding:

Elizabeth Mohr, Assstant Chief Counsd
Mary Ann Shulman, Staff Counsd
Cdifornia Department of Insurance
Rate Enforcement Bureau

45 Fremont Street, 21 st Floor

San Francisco, CA 94105

M ohre@insurance.ca.gov
Shulmanm@insurance.ca.gov

(415) 538-4112

(415) 538-4133

All persons are invited to present ora and/or written testimony at the scheduled public
hearing.

DEADLINE FOR WRITTEN COMMENTS

All written materids, unless submitted at the hearing, must be received by the Insurance
Commissioner at the address listed above no later than 5:00 p.m. on February 8, 2002.
Any written materials received after that time will not be considered.

Comments submitted by e-mail will be accepted and consider ed.

QUESTIONS REGARDING REGULATIONS
Quedtions regarding the regulations should be directed to either of the contact persons
listed above.

INFORMATIVE DIGEST

SUMMARY OF EXISTING LAW

Exigting law, CIC 8§ 791-791.27, the Insurance Information and Privacy Protection Act
enacted in 1980, establishes standards for the collection, use, and disclosure of
information gathered in connection with insurance transactions. This legidation adopted
the National Association of Insurance Commissioners (NAIC) 1982 model legidation,
which was developed with state regulators and representatives of industry, producers and
consumers to facilitate uniform privacy sandards among states.

Concerned with the threat to privacy posed by increased capabilities of computerized
information systems, the Legidature recognized that a vast amount of confidertia



persond financid and hedth information is gethered in connection with insurance
transactions. The legidative purpose of the Insurance Information and Privacy Protection
Act isto balance the legitimate information needs of the insurance industry to conduct the
business of insurance with the public’s need for fairness in insurance informeation
practices, including the need to minimize intrusveness.

Exigting law, Cdifornia Civil Code Section 56.265, prohibits certain persons or entities,
induding insurers, from disclosing individudly identifiable information concerning the
hedlth of, or medicd or genetic history of, a customer for use with regard to the granting
of credit.

Effective July 1, 2002, Cdifornia Civil Code Section 1798.85 (SB 168, Statutes of 2001)
prohibits certain persons or entities from using a consumer’s socia security number in
certain ways.

Existing law, Business and Professions Code Sections 17590-17595 (SB 771, Statutes of
2001), prohibits telephone solicitors from caling individuas on a“do not cal” list
established by the Attorney Genera not later than January 1, 2003.

Exigting federd regulations (45 CFR Parts 160 and 164) implementing the Hedlth
Insurance Portability and Accountability Act of 1996 1 establish standards for the use and
disclosure of protected hedth information. Compliance by hedth insurersis extended to
April 14, 2003. These federa regulations permit a Sate to adopt more stringent privacy
standards (Part 160, subpart B).

Exiging law, TitleV of GLBA (15 U.S.C. Section 6801, et seq.), requires various federal
agencies and gtate insurance authorities to enact regulations respecting the privacy of
customers and protecting the security and confidentiaity of nonpublic persona
information. Federa agencies adopted implementing regulations, establishing July 1,

2001 as the compliance date for financid ingtitutions subject to the jurisdiction of federa
regulators. GLBA expresdy permits states to enact privacy protections greater than those
required by GLBA or by federa regulations.

POLICY STATEMENT OVERVIEW

Currently, there are no regulations that govern the collection, use, disclosure, and
safeguarding of information under Sections 791-791.27 of the Insurance Code. The lack
of regulaions has led to some confusion on the part of licensees regarding their
obligations under Cdiforniaand federa law. These proposed regulations are intended to
clarify the procedures implementing the privacy protections set forth in the Insurance
Code and to comply with the GLBA mandate, consistent with the public policy of
providing maximum privacy protection permitted under these laws.

Articlel: General Provisions

Section 2689.1 Authority and Purpose

Exigting law, CIC 88 791-791.27 and 15 U.S.C., Subchapter 1, Sections 6801-6810,
establishes standards for the collection, use, disclosure, and safeguarding of nonpublic

1 P.L. 104-191, Sections 261-264, enacted on August 21, 1996.



persond information gathered in connection with insurance transactions. Section 2689.1
clarifies that these regulations are intended to implement those provisons,

Section 2689.2 Scope

Exigting law, CIC 88 791-791.27 and 15 U.S.C., Subchapter I, Sections 6801-6810,
establishes standards for the collection, use, disclosure, and safeguarding of nonpublic
persona information gathered in connection with insurance transactions. Section 2689.2
clarifies that these regulations apply to nonpublic persond information, as defined, about
policyholders, clamants and beneficiaries of insurance products or services used
primarily for persona, family, or household purposes, and sets forth some of the
circumstances under which a business policy might be subject to these regulations.

Section 2689.3 Duty of Confidentiaity and Care

Exiging law, CIC 88 791-791.27 and 15 U.S.C., Subchapter |, Sections 6801-6810,
establishes standards for the collection, use, disclosure, and safeguarding of nonpublic
persona information gathered in connection with insurance transactions. Section 2689.3
makes clear that licensees have an affirmative duty to protect the confidentiaity of
nonpublic persond information consistent with these standards and all other applicable
laws regarding the privacy or confidentidity of nonpublic persond informetion.

Section 2689.4 Definitions

CIC 8§791.04(b) sets forth mandatory standards for the required notice of information
practices. 15 U.S.C. Section 6802(b)(1)(A) requires that notices be clear and
conspicuous. Exigting law does not define “ clear and conspicuous.” However, “clear

and conspicuous’ is defined in the regulations adopted by the gpplicable federal agencies.
Section 2689.4(a) adopts a smilar standard, except that this regulation requires that
notices be understood by those with an average eighth grade educationd leve and
achieve aminimum FHesch Score of 50.

Existing law, CIC 88 791-791.27 and 15 U.S.C., Subchapter |, Sections 6801-6810,
establishes privacy protection standards for nonpublic persond information collected in
connection with insurance transactions. Existing law does not define “collect.”
However, “collect” is defined in the regulations adopted by applicable federa agencies,
and Section 2689.4(b) adopts asmilar definition.

Exigting law, CIC 88§ 791-791.27 and 15 U.S.C., Subchapter |, Sections 6801-6810,
establishes standards for the collection, use, disclosure, and safeguarding of nonpublic
persond information gathered about consumers. Although the Insurance Code does not
define “consumer,” 15 U.S.C. Section 6809(9) does. Section 2689.4(c) adoptsasmilar
definition except that this regulation includes clamants and beneficiaries as examples of
consumers not included in GLBA since the federd law was focused on financid
ingtitutions rather than insurance licensees.

CIC §791.04(a) requires that licensees provide notice of information practices to
goplicants at the time of delivery of the insurance policy and, for policy renewds, within
the previous 24 months. 15 U.S.C. Section 6803 requires that notice of information
practices be made at the time of establishing a customer relationship with a consumer and
not less than annually during the continuation of such rdationship. Existing law does not



define “customer rdationship.” However, federd regulations implementing 15 U.S.C,,
Subsection |, define “ customer relationship” and Section 2689.4(d) adopts asimilar
standard and provides examples of circumstances in which aconsumer isor isnot a
customer. In light of federd requirements for annua notice to customers, this regulation
also adopts the annua requirement, consstent with the public policy of providing
maximum privacy protections under these laws.

CIC 88 791-791.27 and 15 U.S.C., Subchapter 1, Sections 6801-6810, establish standards
governing the treetment of nonpublic persond information gathered in connection with
insurance transactions. As provided in CIC §791.01, these standards apply to insurance
indtitutions, agents, and insurance-support organizations, as defined in §791.02. Since
the Insurance Code focuses on licensees subject to its jurisdiction, it does not define
“financid inditutions.” However, 15 U.S.C., Subchapter |, imposes privacy obligations
on “financid indtitutions,” including insurers, as defined in Section 6809(3), and Section
2689.4(e) adopts asmilar standard. For the same reason, CIC §791.02 does not define
“financia product or service” However, “financid product or service’ is defined in the
regulations adopted by the applicable federa agencies, and Section 2689.4(f) adopts a
amilar gandard.

Exiding law, CIC 88791-791.27 and 15 U.S.C., Subchapter I, Sections 6801-6810,
establishes required standards for notice and disclosures of nonpublic persona
information to affiliated and nonaffiliated third parties. Although CIC §791.02 defines
“efiliated” and “control,” the Insurance Code does not define the counterpart
“nonaffiliated third party.” 15 U.S.C. Section 6809 defines “ nonaffiliated third party” and
“control” and federd regulations expand upon these definitions. Sections 2689.4(g) and
(h) of these regulations respectively adopt smilar sandards for “nonaffiliated third party”
and “control.”

CIC §791.02 and 15 U.S.C. Section 6809 define “persond information” but do not define
what is public or nonpublic persond information. However, federa regulations adopted

by applicable federd agencies define “publicly available information” and Section

2689.4(i) adopts this standard.

Articlell: Privacy Notices; Opt Out Noticesfor Financial Information

Section 2689.5 Initia Privacy Notice

CIC 8791.04 sets forth standards for the required notice of information practices. 15
U.S.C. Section 6803 requires delivery of an initia privacy notice at the time a customer
relationship is established. Existing law does not contemplate circumstances under which
theinitia privacy notice may be ddivered later than ddivery of the insurance policy or
after acustomer relationship is established. However, federa implementing regulations
set forth sandards under which an initid privacy notice may be ddivered within a
reasonable time after a customer relationship is established. Conggtent with federd law
and regulations, Section 2689.5 adopts smilar standards.

Section 2689.6 Annud Privacy Notice

CIC 8791.04 provides that alicensee meets requirements for notice of informetion
practices, in the case of apolicy renewd, if notice is provided within the previous 24
months. 15 U.S.C. Section 6803 requires a clear and conspicuous notice to a customer



not less than annually, as defined in federd regulaions. Since the federa standard of
annua notice is gricter, federa law supersedes and Section 2689.6 adopts the annual
notice requirement to conform to the federal standard.

Section 2689.7 Information to be Included in Privacy Notices

CIC §791.04(b) setsforth generd standards for information required in privacy notices.
Federa regulations adopted by the applicable federd agencies clarify these information
requirements, providing an example of an inadequate categorization of information.
Section 2689.7 clarifies information requirements by adopting asmilar sandard and
example. CIC 8791.13(a) sets forth standards for written disclosure authorization prior to
alicensee' s disclosure of nonpublic persond information. Section 2689.7(5) makes clear
that written authorization must comply with these sandards.

Section 2689.8 Form of Opt Out Notice and Opt Out Methods

CIC §791.13 prohibits disclosure of a consumer’s nonpublic persond information
without prior written authorizetion as agenerd rule and sets forth sandards for such
authorization. CIC §791.13(k) provides an exception, requiring that a consumer be given
an opportunity to opt out before nonpublic persond information about the consumer is
disclosed to a nonaffiliated third party for marketing purposes. Even if aconsumer does
not exercise the right to opt out, 15 U.S.C. Section 6802 prohibits the disclosure of an
account number. Exigting law does not specify opt out procedures. However, federa
regulations adopted by applicable federal agencies set forth standards for a clear and
conspicuous notice that explains the right to opt out, provided examples of opt out
methods, and set forth procedures for handling an opt out direction by joint consumers.
Adopting sandards smilar to federd law and regulations, Section 2689.8 clarifies opt out
procedures and information requirements to be used when alicensee is required to
provide an opt out notice and specifies what information is prohibited from disclosure
even if aconsumer does not exercise the right to opt out.

Section 2689.9 Revised Privacy Notices

CIC 8§791.04 satsforth standards for notice of information practices. §791.13(k) requires
alicensee to provide an opportunity to opt out before disclosing nonpublic persond
information about a consumer to a nonaffiliated third party for marketing purposes.
Exigting law does not specifically set forth standards for revised privacy notices.

However, federd regulations adopted by applicable federad agencies require aclear and
conspicuous revised notice that accurately describes alicensee’ sinformation policies and
practices and provides for anew opt out form to the consumer. Section 2689.9 adopts
these standards. Since federd regulations only specify a reasonable opportunity to opt
out, Section 2689.9 interprets existing law by giving the consumer 45 days to opt out.

Section 2689.10 Ddlivery of Notices

CIC 8§791.04 setsforth standards for notice of information practices. Existing law does
not specify methods of ddivery of notices. However, federd regulations adopted by
gpplicable federal agencies set forth standards of reasonable expectation of ddivery and
provide examples of both reasonable and unreasonable expectations. Section 2689.10
adopts smilar slandards and examples.



Articlelll: Limitson Disclosures of Medical Record | nformation

Section 2689.11 Disclosure of Medical Record Information

CIC §791.13 requires alicensee to obtain prior written authorization before disclosing
nonpublic persond information, defined in CIC §791.02(s) to include medical record
information, subject to certain exceptions. Since 15 U.S.C., Subchapter |, was focused
on financid indtitutions which do not customarily have access to medica record
information, GLBA is slent about the trestment of medical record information. Section
2689.11 isintended to make clear the limits on disclosure of medica record information.

Article1V: Standardsfor_Safeguarding Nonpublic Per sonal I nfor mation
Section 2689.12 Genera Provisions

Exigting law, CIC 88 791-791.27 and 15 U.S.C., Subchapter |, Sections 6801-6810,
establishes standards for the collection, use, disclosure, and safeguarding of nonpublic
persona information gathered in connection with insurance transactions. 15 U.S.C.
Sections 6801, 6805(b), and 6807 require the establishment of standards to safeguard
nonpublic persond information. Section 2689.12 clarifies that the regulaionsin this
article are intended to set forth procedures to develop and implement adminigtrative,
technical, and physicd safeguards to ensure the security and confidentidity of nonpublic
persond information. The regulationsin Article VV are Smilar to the federa regulaions
promulgated by the applicable federa agencies.

Section 2689.13 Definitions

Existing law, CIC 88 791-791.27 and 15 U.S.C., Subchapter I, Sections 6801-6810, does
not define “ customer information systems’ or “service provider.” Section 2689.13

defines these terms referenced in the regulations.

Section 2689.14 Information Security Program

Exigting law, CIC 88 791-791.27 and 15 U.S.C., Subchapter |, Sections 6801-6810,
establishes broad standards for safeguarding nonpublic persond information, but does not
specify the process. Section 2689.14 clarifies the requirements of an information security

program

Section 2689.15 Objectives of Information Security Program

Exigting law, CIC 88§ 791-791.27 and 15 U.S.C., Subchapter |, Sections 6801-6810,
establishes standards for the collection, use, disclosure, and safeguarding of nonpublic
persond information gathered in connection with insurance transactions. 15 U.S.C.
Section 6801(b) establishes objectives for an information security program and Section
2689.15 adopts a smilar standard.

Section 2689.16 Assess Risk

Exigting law, CIC 88§ 791-791.27 and 15 U.S.C., Subchapter |, Sections 6801-6810,
establishes standards for the safeguarding of nonpublic persond information gathered in
connection with insurance transactions, but does not specify the process. Section
2689.16 implements the safeguarding process by setting standards to assess the threat of
rsk to the integrity of customer information and information systems.



Section 2689.17 Manage and Control Risk

Exigting law, CIC 88§ 791-791.27 and 15 U.S.C., Subchapter |, Sections 6801-6810,
establishes standards for the safeguarding of nonpublic persona information gethered in
connection with insurance transactions, but does not specify the process. Section
2689.17 implements the safeguarding process by setting standards to manage and control
risks to the integrity of customer informetion and information systems.

Section 2689.18 Service Providers

Exigting law, CIC 88§ 791-791.27 and 15 U.S.C., Subchapter |, Sections 6801-6810,
edtablishes standards for the safeguarding of nonpublic persona informeation gathered in
connection with insurance transactions, but does not specify the process. Section
2689.18 implements the safeguarding process by setting standards to oversee service
providers.

Section 2689.19 Adjust the Program

Exigting law, CIC 88§ 791-791.27 and 15 U.S.C., Subchapter |, Sections 6801-6810,
edtablishes standards for the safeguarding of nonpublic persona information gathered in
connection with insurance transactions, but does not specify the process. Section
2689.19 implements the safeguarding process by setting standards to monitor and adjust
the information security program.

Section 2689.20 Enforcement

Existing law, CIC 88791.15, 791.17 and 15 U.S.C. Section 6805(6), authorizes the
Insurance Commissioner to enforce the standards prescribed in CIC §8791-791.27 and 15
U.S.C. Subchapter 1. Section 2689.20 clarifies that the Insurance Commissioner is
responsible for audit compliance and enforcement of these standards and regulations.

Article V: Additional Provisons

Section 2689.21 Protection of Fair Credit Reporting Act

CIC 88791-791.27 and 15 U.S.C., Subchapter I, Sections 6801-6810, establish standards
for the collection, use, disclosure and safeguarding of nonpublic persond information,
induding financid information. Disclosure of certain information may giveriseto

obligations under the federal Fair Credit Reporting Act (“FCRA”) (15 U.S.C. 881681 et
s2q.). 15 U.S.C. Section 6806 expresdy providesthat GLBA does not modify, limit, or
supersede the operation of the FCRA and Section 2689.21 adopts asimilar standard.

Section 2689.22 Nondiscrimination

CIC §791.13 requires prior written authorization before disclosure of nonpublic persona
information, setting forth certain exceptions, including the requirement of an opt out
notice to consumers in certain pecified circumstances. Existing law does not specify
consequences when a consumer does not provide authorization or exercises the option of
opting out againgt disclosure. Section 2689.22 is intended to make clear that alicenseeis
prohibited from discriminating againgt such a consumer by denying the consumer an
insurance product or service for withholding disclosure authorization.

Section 2689.23 Severability
CIC 88791-791.27 and 15 U.S.C., Subchapter |, Sections 6801-6810 establish standards
for the collection, use, disclosure and safeguarding of nonpublic persond information and



these proposed regulations are intended to implement these standards. Section 2689.23
provides for the severability of each section of the regulations.

Section 2689.24 Effective Date

CIC 88791-791.27 and 15 U.S.C., Subchapter |, Sections 6801-6810 establish standards
for the collection, use, disclosure and safeguarding of nonpublic persona information.
Section 2689.24 clarifies that the Insurance Commissioner intends the effective date of
these regulaions to be 30 days after filing with the Secretary of State.

Appendix A — Sample Clauses

Appendix A provides sample clauses to assigt licensees in drafting privacy notices,
explaining a consumer’ s right to opt out, and describing its practices to protect the
confidentidity and security of customer information.

COMPARABLE FEDERAL LAW

15 U.S.C. Section 6807 specificaly authorizes states to provide grester privacy
protections than GLBA. Therefore, the proposed regulations differ from the existing
privacy provisons of GLBA (15 U.S.C., Subchapter |, Sections 6801-6810) in the
following respects:

1) Section 2689.8 requires a Cdlifornia-specific opt-out and consent authorization form;
GLBA smply lisgswhat must be included in an opt-out form (15 U.S.C., Subchapter

|, Section 6802)

2) Asrequired by CIC 791.09, Section 2689.7 requires alicensee to make the nonpublic
persond information it collects about a consumer available to the consumer with the
right to request correction of inaccurate information; GLBA does not.

3) Section 2689.7 requires a description of the purpose for which nonpublic persona
information is collected and disclosed aswell as the source of the information in its
notice requirements, GLBA does not (15 U.S.C., Subchapter |, Section 6803).
However, the federa regulations provide that afinancid inditution adequately
categorizes nonpublic persond information it collects and disclosesif it categorizes

the information according to source, and, in the case of disclosures, provides
illugtrative examples of the content of the information. (12 CFR Section 40.6(c)).

4) The proposed regulations expressy govern the trestment of nonpublic persona
information about not only policyholders but aso claimants and beneficiaries.

Because GLBA’sfocus was on financid inditutions, not insurers, GLBA is slent and
amply definesa*consumer” as an individua who obtains afinancia product or

service used primarily for persond, family, or household purposes. (15 U.S.C,,
Subchapter |, Section 6809(9)).

5) Sections 2689.1-2689.24 govern the treatment of medical record information; because
financid inditutions typically do not have medica information, GLBA does not. (15
U.S.C., Subchapter |, Section 6809(4)).

PRE-NOTICE PUBLIC DISCUSSIONS OF PROPOSED REGULATIONS
Pursuant to California Government Code Section 11346.45, the Insurance Commissioner
has not circulated this regulatory language prior to publication of this Notice because the
proposed regulations do not involve acomplex subject, the regulations can easily be
reviewed during the comment period, and recently there has been significant public
participation on the subject matter of these regulations. Over the past year, persons



interested in the substance of these regulations have provided input to the National
Asociation of Insurance Commissioners (NAIC) and to the Department regarding the
substance of these regulations. The Department has followed the legidative debate
regarding recent privacy legidation. That input has been considered in the drafting of
these regulations. Cdifornia has along tradition of Strict privacy protections.
Cdifornian’s congtitutiona right to privacy was recognized in 1972. CIC §8791-791.27
was enacted more than 20 years ago. Numerous other Cdifornialaws provide privecy
protections for Cdifornia resdents. Arguments for and againgt privacy safeguards
regarding the collection and use of persond information have been extensvely debated.
Moreover, the Commissioner has obtained considerable input, from al affected parties,
as to suggested courses of action in light of passage of GLBA.

LOCAL MANDATE DETERMINATION
The Insurance Commissioner hasinitialy determined that the proposed regulaions will
not result in any new program mandates on loca agencies or school didtricts.

COST OR SAVINGS TO STATE AGENCIES
The Insurance Commissioner hasinitidly determined that the proposed regulations do
not impose any cost on or result in any savings to any state agency.

COST TO LOCAL AGENCIES AND SCHOOL DISTRICTS/FEDERAL FUNDING
The Insurance Commissioner hasinitialy determined that the proposed regulaions will

not result in any cost to any loca agency or school didtrict for which Part 7 (commencing
with Section 17500) of Division 4 of the Government Code would require
reimbursement. Nor will the proposal affect federa funding to the State.

NONDISCRETIONARY COSTS OR SAVINGSTO LOCAL AGENCIES
The Insurance Commissioner hasinitidly determined that the proposed regulations do
not impose other nondiscretionary costs or savings on loca agencies

SIGNIFICANT STATEWIDE ADVERSE ECONOMIC IMPACT ON BUSINESSES
AND THE ABILITY OF CALIFORNIA BUSINESSES TO COMPETE

The Insurance Commissoner hasinitialy determined that the proposed regulations will

not have a sgnificant statewide adverse economic impact directly affecting businesses,
including the ability of Cdifornia busnesses to compete with busnessesin other sates.

EFFECT ON JOBS AND BUSINESSES IN CALIFORNIA

The Insurance Commissioner has further determined that the adoption of these
regulaions will have no effect on the creation or dimination of jobsin Cdifornia, the
creation of new busnesses or the dimination of existing busnessesin Cdifornia, and
will have no effect on the expansion of businessesin Cdifornia

COST IMPACT ON PRIVATE PERSONS OR ENTITIES

The Insurance Commissioner must determine the potential cost impact of the proposed
regulations on private persons or businesses directly affected by them. The regulations
propose a specific opt-out form to minimize customer confusion and maximize consumer
protection. At thistime, the Insurance Commissioner expects that any cost impact that a




representative private person or business would necessarily incur in reasonable
compliance with the proposed action would be minimdl.

SPECIFIC TECHNOLOGIES OR EQUIPMENT
The proposa would not mandate the use of specific technologies or equipment.

IMPACT ON HOUSING COSTS
The Insurance Commissioner has initialy determined that the proposed regulations will
not affect housing costs.

IMPACT ON SMALL BUSINESSES

The Insurance Commissioner hasinitialy determined that the proposed regulaions will
not have a sgnificant effect on smal businesses because they are aready required to
comply with smilar federd requirements of the Gramm-Leach-Bliley Act.

ALTERNATIVES

The Insurance Commissioner must determine that no aternative considered by the
agency, or that has otherwise been identified and brought to the attention of the agency,
would be more effective in carrying out the purpose for which the action is proposed or
would be as effective and |ess burdensome to affected private persons than the proposed
action.

The proposed regulations adopt the same standards established by federd regulators and
the National Association of Insurance Commissioners (NAIC), after due consideration of
many aterndives, to the extent consstent with providing consumers the maximum
privecy protections permitted under the law.

The agency invites interested persons to present statements or arguments with respect to
dternatives to the proposed regulations at the scheduled hearing or during the written
comment period.

PLAIN ENGLISH
The proposd isin plain English except to the extent that technica terms could not be
avoided. Those technicd terms are defined in plain English.

AVAILABILITY OF TEXT OF REGULATIONS AND INITIAL STATEMENT OF
REASONS

The Department has prepared an Initial Statement of Reasons which sets forth the reasons
for the regulations. The Initial Statement of Reasons, together with the text of the
proposed regulations, and this Notice of Proposed Action are available for ingpection or
will be provided at no charge upon request to a contact person listed above.

ACCESS TO COPIES OF PROPOSED REGULATIONS AND STATEMENT OF
REASONS

Any interested person may inspect a copy of or direct questions about the proposed
regulations, the statement of reasons, the information upon which the proposa is based,
and any supplementa information contained in the rulemaking file by contacting ether of




the contact persons listed above. By prior gppointment, the rulemaking file is available
for ingpection at 45 Fremont Street, 21 st Floor, San Francisco, California 94105, between
the hours of 9:00 am. and 4:30 p.m. Monday through Friday.

AUTOMATIC MAILING

A copy of this Natice, including the Informative Digest, which contains the generd
substance of the proposed regulations, the Initial Statement of Reasons, and the text of
the proposed regulations will autometicaly be sent to al persons on the Insurance
Commissoner'smailing list.

AVAILABILITY OF MODIFIED TEXT OF REGULATIONS

If the regulations adopted by the Department differ from but are sufficiently related to the
origina text, the Department will make the modified text available to the public for a
least 15 days prior to the date of adoption.

AVAILABILITY OF THE FINAL STATEMENT OF REASONS
Upon completion, a copy of the Final statement of Reasons may be obtained by
contacting a contact person listed above.

AVAILABILITY OF DOCUMENTS ON THE INTERNET
The Initid Statement of Reasons, the text of the proposed regulations, and this Notice of
Proposed Action will be published online and may be accessed through the Department’s

website at www.insurance.ca.gov.

HARRY W. LOW
Insurance Commissioner
By: /d




California Department of Insurance

GRAMMITERACHEETINTEVINCT (GLEAY

California Department of I nsurance (CDI) Record for GLBA/NAIC
Participation

Since March of 2000, the CDI has released the following status reports:

® November 2000 GLBA Report

m February 2001 GLBA Report

® January 2002 GLBA Report

The NAIC officers will review the current structure of the GLBA Working Groups and their
charges for 2002. Cdiforniawill aso evauate our participation and policy direction with
GLBA matters, and currently plan to fully participate on al GLBA NAIC Working Groups.

If you would like further copies of this material, please contact our Department. Also, the entire
document is available on our website at www.insurance.ca.gov.

Thank you.

Contact

Sean Tracy, Deputy Commissioner
Strategic Planning, Policy and Research Branch
300 Capitol Mall 17" FL
Sacramento, CA 95814
(916) 492-3549
tracys@insurance.ca.gov




